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time, to amend, repeal, supplement, re-
vise or withdraw all or any of the pro-
visions of this memorandum. 

PART 275—OBTAINING INFORMA-
TION FROM FINANCIAL INSTITU-
TIONS: RIGHT TO FINANCIAL PRI-
VACY ACT OF 1978 

Sec. 
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AUTHORITY: 12 U.S.C. 3401, et seq. 

SOURCE: 71 FR 26221, May 4, 2006, unless 
otherwise noted. 

§ 275.1 Purpose. 
This part: 
(a) Updates policies and responsibil-

ities, and prescribes procedures for ob-
taining access to financial records 
maintained by financial institutions. 

(b) Implements 12 U.S.C. Chapter 35 
by providing guidance on the require-
ments and conditions for obtaining fi-
nancial records. 

§ 275.2 Applicability and scope. 
This part applies to: 
(a) The Office of the Secretary of De-

fense, the Military Departments, the 
Chairman of the Joint Chiefs of Staff, 
the Combatant Commands, the Office 
of the Inspector General of the Depart-
ment of Defense, the Defense Agencies, 
the DoD Field Activities, and all other 
organizational entities in the Depart-
ment of Defense (hereafter referred to 
collectively as the ‘‘DoD compo-
nents’’). 

(b) Only to financial records main-
tained by financial institutions. 

§ 275.3 Definitions. 
(a) Administrative Summons or Sub-

poena. A statutory writ issued by a 
Government Authority. 

(b) Customer. Any person or author-
ized representative of that person who 
used or is using any service of a finan-
cial institution or for whom a financial 
institution is acting or has acted as fi-
duciary for an account maintained in 
the name of that person. 

(c) Financial Institution (for intel-
ligence activity purposes only. (1) An in-
sured bank (includes a foreign bank 
having an insured branch) whose depos-
its are insured under the Federal De-
posit Insurance Act. 

(2) A commercial bank or trust com-
pany. 

(3) A private banker. 
(4) An agency or branch of a foreign 

bank in the United States. 
(5) Any credit union. 
(6) A thrift institution. 
(7) A broker or dealer registered with 

the Securities and Exchange Commis-
sion. 

(8) A broker or dealer in securities or 
commodities. 

(9) An investment banker or invest-
ment company. 

(10) A currency exchange. 
(11) An issuer, redeemer, or cashier of 

travelers’ checks, checks, money or-
ders, or similar instruments. 

(12) An operator of a credit card sys-
tem. 

(13) An insurance company. 

VerDate Aug<31>2005 09:00 Aug 04, 2008 Jkt 214124 PO 00000 Frm 00641 Fmt 8010 Sfmt 8010 Y:\SGML\214124.XXX 214124rf
re

de
ric

k 
on

 P
R

O
D

1P
C

67
 w

ith
 C

F
R



632 

32 CFR Ch. I (7–1–08 Edition) § 275.3 

(14) A dealer in precious metals, 
stones, or jewels. 

(15) A pawnbroker. 
(16) A loan or finance company. 
(17) A travel agency. 
(18) A licensed sender of money or 

any other person who engages as a 
business in the transmission of funds, 
including any person who engages as a 
business in an informal money transfer 
system or any network of people who 
engage as a business in facilitating the 
transfer of money domestically or 
internationally outside of the conven-
tional financial institutions system. 

(19) A telegraph company. 
(20) A business engaged in vehicle 

sales, including automobile, airplane, 
and boat sales. 

(21) Persons involved in real estate 
closings and settlements. 

(22) The United States Postal Serv-
ice. 

(23) An agency of the United States 
Government or of a State or local gov-
ernment performing a duty or power of 
a business described in this definition. 

(24) A casino, gambling casino, or 
gaming establishment with an annual 
gaming revenue of more than $1,000,000 
which is licensed as a casino, gambling 
casino, or gaming establishment under 
the laws of a State or locality or is an 
Indian gaming operation conducted 
pursuant to, and as authorized by, the 
Indian Gaming Regulatory Act. 

(25) Any business or agency that en-
gages in any activity which the Sec-
retary of the Treasury, by regulation 
determines to be an activity in which 
any business described in this defini-
tion is authorized to engage; or any 
other business designated by the Sec-
retary of the Treasury whose cash 
transactions have a high degree of use-
fulness in criminal, tax, or regulatory 
matters. 

(26) Any futures commission mer-
chant, commodity trading advisor, or 
commodity pool operator registered, or 
required to register, under the Com-
modity Exchange Act that is located 
inside any State or territory of the 
United States, the District of Colum-
bia, Puerto Rico, Guam, American 
Samoa, the Commonwealth of the 
Northern Mariana Islands, or the 
United States Virgin Islands. 

(d) Financial Institution (other than for 
intelligence activity purposes). Any office 
of a bank, savings bank, credit card 
issuer, industrial loan company, trust 
company, savings association, building 
and loan, or homestead association (in-
cluding cooperative banks), credit 
union, or consumer finance institution 
that is located in any state or territory 
of the United States, or in the District 
of Columbia, Puerto Rico, Guam, 
American Samoa, or the Virgin Is-
lands. 

(e) Financial Record. An original, its 
copy, or information known to have 
been derived from the original record 
held by a financial institution that per-
tains to a customer’s relationship with 
the financial institution. 

(f) Government Authority. Any agency 
or Department of the United States, or 
any officer, employee, or agent thereof, 
to include DoD law enforcement of-
fices, personnel security elements, and/ 
or intelligence organizations. 

(g) Intelligence Activities. The collec-
tion, production, and dissemination of 
foreign intelligence and counterintel-
ligence, to include investigation or 
analyses related to international ter-
rorism, by DoD intelligence organiza-
tions. 

(h) Intelligence Organizations. Any ele-
ment of a DoD Component authorized 
by the Secretary of Defense to conduct 
intelligence activities. 

(i) Law Enforcement Inquiry. A lawful 
investigation or official proceeding 
that inquires into a violation of or fail-
ure to comply with a criminal or civil 
statute, or any rule, regulation, or 
order issued pursuant thereto. 

(j) Law Enforcement Office. Any ele-
ment of a DoD Component authorized 
by the Head of the DoD Component 
conducting law enforcement inquiries. 

(k) Person. An individual or a part-
nership consisting of five or fewer indi-
viduals. 

(l) Personnel Security Element. Any 
element of a DoD Component author-
ized by the Secretary of Defense con-
ducting personnel security investiga-
tions. 

(m) Personnel Security Investigation. 
An investigation required for deter-
mining a person’s eligibility for access 
to classified information, acceptance 
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or retention in the Armed Forces, as-
signment or retention in sensitive du-
ties, or other designated duties requir-
ing such investigation. Personnel secu-
rity investigations include investiga-
tions conducted for the purpose of 
making personnel security determina-
tions. They also include investigations 
of allegations that may arise subse-
quent to favorable adjudicative action 
and require resolution to determine a 
person’s current eligibility for access 
to classified information or assignment 
or retention in a sensitive position. 

§ 275.4 Policy. 

It is DoD policy that: 
(a) Authorization of the customer to 

whom the financial records pertain 
shall be sought unless doing so com-
promises or harmfully delays either a 
legitimate law enforcement inquiry or 
a lawful intelligence activity. If the 
person declines to consent to disclo-
sure, the alternative means of obtain-
ing the records authorized by subpart B 
shall be utilized. 

(b) The provisions of 12 U.S.C. Chap-
ter 35 do not govern obtaining access to 
financial records maintained by mili-
tary banking contractors located out-
side the United States, the District of 
Columbia, Guam, American Samoa, 
Puerto Rico, and the Virgin Islands. 
The guidance set forth in Appendix N 
of subpart B may be used to obtain fi-
nancial information from these con-
tractor operated facilities. 

§ 275.5 Responsibilities. 

(a) The Director of Administration 
and Management, Office of the Sec-
retary of Defense shall: 

(1) Exercise oversight to ensure com-
pliance with this part. 

(2) Provide policy guidance to af-
fected DoD Components to implement 
this part. 

(b) The Secretaries of the Military 
Departments and the Heads of the af-
fected DoD Components shall: 

(1) Implement policies and proce-
dures to ensure implementation of this 
part when seeking access to financial 
records. 

(2) Adhere to the guidance and proce-
dures contained in this part. 

APPENDIX A TO PART 275—OBTAINING 
BASIC IDENTIFYING ACCOUNT INFOR-
MATION 

A. A DoD law enforcement office may issue 
a formal written request for basic identi-
fying account information to a financial in-
stitution relevant to a legitimate law en-
forcement inquiry. A request may be issued 
to a financial institution for any or all of the 
following identifying data: 

1. Name. 
2. Address. 
3. Account number. 
4. Type of account of any customer or as-

certainable group of customers associated 
with a financial transaction or class of finan-
cial transactions. 

B. The notice (paragraph B of Appendix C 
to this part), challenge (paragraph D of Ap-
pendix C to this part), and transfer (para-
graph B. of Appendix G to this part) require-
ments of this part shall not apply when a 
Government authority is seeking only the 
above specified basic identifying information 
concerning a customer’s account. 

C. A format for obtaining basic identifying 
account information is set forth in Appendix 
I to this part. 

APPENDIX B TO PART 275—OBTAINING 
CUSTOMER AUTHORIZATION 

A. A DoD law enforcement office or per-
sonal security element seeking access to a 
person’s financial records shall, when fea-
sible, obtain the customer’s consent. 

B. Any authorization obtained under para-
graph A. of this appendix, shall: 

1. Be in writing, signed, and dated. 
2. Identify the particular financial records 

that are being disclosed. 
3. State that the customer may revoke the 

authorization at any time before disclosure. 
4. Specify the purposes for disclosure and 

to which Governmental authority the 
records may be disclosed. 

5. Authorize the disclosure for a period not 
in excess of 3 months. 

6. Contain a ‘‘State of Customer Rights’’ as 
required by 12 U.S.C. Chapter 35 (see Appen-
dix J to this part). 

7. Contain a Privacy Act Statement as re-
quired by 32 CFR part 310 for a personnel se-
curity investigation. 

C. Any customer’s authorization not con-
taining all of the elements listed in para-
graph B. of this appendix, shall be void. A 
customer authorization form, in a format set 
forth in Appendix J to this part, shall be 
used for this purpose. 

D. A copy of the customer’s authorization 
shall be made a part of the law enforcement 
or personnel security file where the financial 
records are maintained. 

E. A certificate of compliance stating that 
the applicable requirements of 12 U.S.C. 
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1 Copies may be obtained at http:// 
www.dtic.mil/whs/directives/. 

Chapter 35 have been met (Appendix M to 
this part), along with the customer’s author-
ization, shall be provided to the financial in-
stitution as a prerequisite to obtaining ac-
cess to financial records. 

APPENDIX C TO PART 275—OBTAINING 
ACCESS BY ADMINISTRATIVE OR JUDI-
CIAL SUBPOENA OR BY FORMAL WRIT-
TEN REQUEST 

A. Access to information contained in fi-
nancial records from a financial institution 
may be obtained by Government authority 
when the nature of the records is reasonably 
described and the records are acquired by: 

1. Administrative Summons or Subpoena. a. 
Within the Department of Defense, the In-
spector General, DoD, has the authority 
under the Inspector General Act to issue ad-
ministrative subpoenas for access to finan-
cial records. No other DoD Component offi-
cial may issue summons or subpoenas for ac-
cess to these records. 

b. The Inspector General, DoD shall issue 
administrative subpoenas for access to finan-
cial records in accordance with established 
procedures but subject to the procedural re-
quirements of this appendix. 

2. Judicial Subpoena. 
3. Formal Written Request. 
a. Formal requests may only be used if an 

administrative summons or subpoena is not 
reasonably available to obtain the financial 
records. 

b. A formal written request shall be in a 
format set forth in Appendix K to this part 
and shall: 

1. State that the request is issued under 12 
U.S.C. Chapter 35 and the DoD Component’s 
implementation of this part. 

2. Describe the specific records to be exam-
ined. 

3. State that access is sought in connection 
with a legitimate law enforcement inquiry. 

4. Describe the nature of the inquiry. 
5. Be signed by the head of the law enforce-

ment office or a designee. 
B. A copy of the administrative or judicial 

subpoena or formal request, along with a no-
tice specifying the nature of the law enforce-
ment inquiry, shall be served on the person 
or mailed to the person’s last known mailing 
address on or before the subpoena is served 
on the financial institution unless a delay of 
notice has been obtained under Appendix H 
of this part. 

C. The notice to the customer shall be in a 
format similar to Appendix L to this part 
and shall be personally served at least 10 
days or mailed at least 14 days prior to the 
date on which access is sought. 

D. The customer shall have 10 days to chal-
lenge a notice request when personal service 
is made and 14 days when service is by mail. 

E. No access to financial records shall be 
attempted before the expiration of the perti-

nent time period while awaiting receipt of a 
potential customer challenge, or prior to the 
adjudication of any challenge made. 

F. The official who signs the customer no-
tice shall be designated to receive any chal-
lenge from the customer. 

G. When a customer fails to file a chal-
lenge to access to financial records within 
the above pertinent time periods, or after a 
challenge is adjudicated in favor of the law 
enforcement office, the head of the office, or 
a designee, shall certify in writing to the fi-
nancial institution that such office has com-
plied with the requirements of 12 U.S.C. 
Chapter 35. No access to any financial 
records shall be made before such certifi-
cation (Appendix M to this part) is provided 
the financial institution. 

APPENDIX D TO PART 275—OBTAINING 
ACCESS BY SEARCH WARRANT 

A. A Government authority may obtain fi-
nancial records by using a search warrant 
obtained under Rule 41 of the Federal Rules 
of Criminal Procedure. 

B. Unless a delay of notice has been ob-
tained under provisions of Appendix H to 
this part, the law enforcement office shall, 
no later than 90 days after serving the search 
warrant, mail to the customer’s last known 
address a copy of the search warrant to-
gether with the following notice: 

‘‘Records or information concerning your 
transactions held by the financial institu-
tion named in the attached search warrant 
were obtained by this [DoD office or activ-
ity] on [date] for the following purpose: 
[state purpose]. You may have rights under 
the Right to Financial Privacy Act of 1978.’’ 

C. In any state or territory of the United 
States, or in the District of Columbia, Puer-
to Rico, Guam, American Samoa, or the Vir-
gin Islands, search authorizations signed by 
installation commanders, military judges, or 
magistrates shall not be used to gain access 
to financial records. 

APPENDIX E TO PART 275—OBTAINING 
ACCESS FOR FOREIGN INTELLIGENCE, 
FOREIGN COUNTERINTELLIGENCE, 
AND INTERNATIONAL TERRORIST AC-
TIVITIES OR INVESTIGATIONS 

A. Financial records may be obtained from 
a financial institution (as identified at 
§ 275.3) by an intelligence organization, as 
identified in DoD Directive 5240.1 1, author-
ized to conduct intelligence activities, to in-
clude investigation or analyses related to 
international terrorism, pursuant to DoD Di-
rective 5240.1 and Executive Order 12333. 
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B. The provisions of this part do not apply 
to the production and disclosure of financial 
records when requests are submitted by in-
telligence organizations except as may be re-
quired by this Appendix. 

C. When a request for financial records is 
made under paragraph A. of this appendix, a 
Component official designated by the Sec-
retary of Defense, the Secretary of a Mili-
tary Department, or the Head of the DoD 
Component authorized to conduct foreign in-
telligence or foreign counterintelligence ac-
tivities shall certify to the financial institu-
tion that the requesting Component has 
complied with the provisions of U.S.C. chap-
ter 35. Such certification in a format similar 
to Appendix M to this part shall be made be-
fore obtaining any records. 

D. An intelligence organization requesting 
financial records under paragraph A. of this 
appendix, may notify the financial institu-
tion from which records are sought 12 U.S.C. 
3414(3) prohibits disclosure to any person by 
the institution, its agents, or employees that 
financial records have been sought or ob-
tained. An intelligence organization request-
ing financial records under paragraph A. of 
this appendix, shall maintain an annual tab-
ulation of the occasions in 

E. An intelligence organization requesting 
financial records under paragraph A. of this 
appendix, shall maintain an annual tabula-
tion of the occasions in which this access 
procedure was used. 

APPENDIX F TO PART 275—OBTAINING 
EMERGENCY ACCESS 

A. Except as provided in paragraphs B. and 
C. of this appendix, nothing in this part shall 
apply to a request for financial records from 
a financial institution when a determination 
is made that a delay in obtaining access to 
such records would create an imminent dan-
ger of: 

1. Physical injury to any person. 
2. Serious property damage. 
3. Flight to avoid prosecution. 
B. When access is made to financial records 

under paragraph A of this appendix, a Com-
ponent official designated by the Secretary 
of Defense or the Secretary of a Military De-
partment shall: 

1. Certify in writing, in a format set forth 
in Appendix M to this part, to the financial 
institution that the Component has complied 
with the provisions of 12 U.S.C. chapter 35, as 
a prerequisite to obtaining access. 

2. Submit for filing with the appropriate 
court a signed sworn statement setting forth 
the grounds for the emergency access within 
5 days of obtaining access to financial 
records. 

C. When access to financial records are ob-
tained under paragraph A. of this appendix, a 
copy of the request, along with the following 
notice, shall be served on the person or 

mailed to the person’s last known mailing 
address as soon as practicable after the 
records have been obtained unless a delay of 
notice has been obtained under appendix H of 
this part. 

‘‘Records concerning your transactions 
held by the financial institution named in 
the attached request were obtained by 
[Agency or Department] under the Right to 
Financial Privacy Act of 1978 on [date] for 
the following purpose: [state with reasonable 
specificity the nature of the law enforcement 
inquiry]. Emergency access to such records 
was obtained on the grounds that [state 
grounds].’’ 

Mailings under this paragraph shall be by 
certified or registered mail. 

APPENDIX G TO PART 275—RELEASING 
INFORMATION OBTAINED FROM FI-
NANCIAL INSTITUTIONS 

A. Financial records obtained under 12 
U.S.C. chapter 35 shall be marked: ‘‘This 
record was obtained pursuant to the Right to 
Financial Privacy Act of 1978, 12 U.S.C. 3401 
et seq., and may not be transferred to another 
Federal Agency or Department without prior 
compliance with the transferring require-
ments of 12 U.S.C. 3412.’’ 

B. Financial records obtained under this 
part shall not be transferred to another 
Agency or Department outside the Depart-
ment of Defense unless the head of the trans-
ferring law enforcement office, personnel se-
curity element, or intelligence organization, 
or designee, certifies in writing that there is 
reason to believe that the records are rel-
evant to a legitimate law enforcement in-
quiry, or intelligence or counterintelligence 
activity (to include investigation or analyses 
related to international terrorism) within 
the jurisdiction of the receiving Agency or 
Department. Such certificates shall be main-
tained with the DoD Component along with 
a copy of the released records. 

C. Subject to paragraph D. of this appen-
dix, unless a delay of customer notice has 
been obtained under Appendix H of this part, 
the law enforcement office or personnel secu-
rity element shall, within 14 days, personally 
serve or mail to the customer, at his or her 
last known address, a copy of the certificate 
required by paragraph B., along with the fol-
lowing notice: 

‘‘Copies of or information contained in 
your financial records lawfully in possession 
of [name of Component] have been furnished 
to [name of Agency or Department] pursuant 
to the Right to Financial Privacy Act of 1978 
for the following purposes: [state the nature 
of the law enforcement inquiry with reason-
able specificity]. If you believe that this 
transfer has not been made to further a le-
gitimate law enforcement inquiry, you may 
have legal rights under the Financial Pri-
vacy Act of 1978 or the Privacy Act of 1974.’’ 
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D. If a request for release of information is 
from a Federal Agency, as identified in E.O. 
12333, authorized to conduct foreign intel-
ligence or foreign counterintelligence activi-
ties, the transferring DoD Component shall 
release the information without notifying 
the customer, unless permission to provide 
notification is given in writing by the re-
questing Agency. 

E. Whenever financial data obtained under 
this part is incorporated into a report of in-
vestigation or other correspondence; pre-
cautions must be taken to ensure that: 

1. The reports or correspondence are not 
distributed outside the Department of De-
fense except in compliance with paragraph 
B.; and 

2. The report or other correspondence con-
tains an appropriate warning restriction on 
the first page or cover. Such a warning could 
read as follows: 

‘‘Some of the information contained herein 
(cite specific paragraph) is financial record 
information which was obtained pursuant to 
the Right to Privacy Act of 1978, 12 U.S.C. 
3401 et seq. This information may not be re-
leased to another Federal Agency or Depart-
ment outside the Department of Defense ex-
cept for those purposes expressly authorized 
by Act.’’ 

APPENDIX H TO PART 275—PROCEDURES 
FOR DELAY OF NOTICE 

A. The customer notice required when 
seeking an administrative subpoena or sum-
mons (paragraph B. of appendix C to this 
part), obtaining a search warrant (paragraph 
B. of appendix D to this part), seeking a judi-
cial subpoena (paragraph B. to appendix C to 
this part), making a formal written request 
(paragraph B. to appendix C to this part), ob-
taining emergency access (paragraph C. of 
appendix F to this part), or transferring in-
formation (paragraph C. of appendix G to 
this part), may be delayed for an initial pe-
riod of 90 days and successive periods of 90 
days. The notice required when obtaining a 
search warrant (paragraph B. of appendix D 
to this part) may be delayed for a period of 
180 days and successive periods of 90 days. A 
delay of notice may only be made by an 
order of an appropriate court if the presiding 
judge or magistrate finds that: 

1. The investigation is within the lawful 
jurisdiction of the Government authority 
seeking the records. 

2. There is reason to believe the records 
being sought are relevant to a law enforce-
ment inquiry. 

3. There is reason to believe that serving 
the notice will result in: 

a. Endangering the life or physical safety 
of any person. 

b. Flight from prosecution. 
c. Destruction of or tampering with evi-

dence. 

d. Intimidation of potential witnesses. 
e. Otherwise seriously jeopardizing an in-

vestigation or official proceeding or unduly 
delaying a trial or ongoing official pro-
ceeding to the same degree as the cir-
cumstances in paragraphs A.2.a. through 
A.2.d. of this appendix. 

B. When a delay of notice is appropriate, 
legal counsel shall be consulted to obtain 
such a delay. Application for delays of notice 
shall be made with reasonable specificity. 

C. Upon the expiration of a delay of notifi-
cation obtained under paragraph A. of this 
appendix for a search warrant, the law en-
forcement office obtaining such records shall 
mail to the customer a copy of the search 
warrant, along with the following notice: 

‘‘Records or information concerning your 
transactions held by the financial institu-
tion named in the attached search warrant 
were obtained by this [agency or depart-
ment] on [date]. 

Notification was delayed beyond the statu-
tory 180-day delay period pursuant to a de-
termination by the court that such notice 
would seriously jeopardize an investigation 
concerning [state with reasonable speci-
ficity]. You may have rights under the Right 
to Financial Privacy Act of 1978.’’ 

D. Upon the expiration of all other delays 
of notification obtained under paragraph A. 
of this appendix, the customer shall be 
served with or mailed a copy of the legal 
process or formal request, together with the 
following notice which shall state with rea-
sonable specificity the nature of the law en-
forcement inquiry. 

‘‘Records or information concerning your 
transactions which are held by the financial 
institution named in the attached process or 
request were supplied to or requested by the 
Government authority named in the process 
or request on (date). Notification was with-
held pursuant to a determination by the 
(title of the court ordering the delay) under 
the Right to Financial Privacy Act of 1978 
that such notice might (state the reason). 
The purpose of the investigation or official 
proceeding was (state the purpose).’’ 

APPENDIX I TO PART 275—FORMAT FOR 
OBTAINING BASIC IDENTIFYING AC-
COUNT INFORMATION 

[Official Letterhead] 

[Date] 

Mr./Mrs. XXXXXXXXXX 
Chief Teller [as appropriate] 
First National Bank 
Anywhere, VA 00000–0000 

Dear Mr./Mrs. XXXXXXXXXX 

In connection with a legitimate law en-
forcement inquiry and pursuant to section 
3413(g) of the Right to Financial Privacy Act 
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of 1978, 12 U.S.C. 3401 et. seq., you are re-
quested to provide the following account in-
formation: 

[Name, address, account number, and type 
of account of any customer or ascertainable 
group of customers associated with a finan-
cial transaction or class of financial trans-
actions. 

I hereby certify, pursuant to section 3403(b) 
of the Right of Financial Privacy Act of 1978, 
that the provisions of the Act have been 
complied with as to this request for account 
information. 

Under section 3417(c) of the Act, good faith 
reliance upon this certification relieves your 
institution and its employees and agents of 
any possible liability to the customer in con-
nection with the disclosure of the requested 
financial records. 
[Official Signature Block] 

APPENDIX J TO PART 275—FORMAT FOR 
CUSTOMER AUTHORIZATION 

Pursuant to section 3404(a) of the Right to 
Financial Privacy Act of 1978, I, [Name of 
customer], having read the explanation of 
my rights on the reverse side, hereby author-
ize the [Name and address of financial insti-
tution] to disclose these financial records: 
[List the particular financial records] to 
[DoD Component] for the following pur-
pose(s): [Specify the purpose(s)]. 

I understand that the authorization may 
be revoked by me in writing at any time be-
fore my records, as described above, are dis-
closed, and that this authorization is valid 
for no more than three months from the date 
of my signature. 

Signature: llllllllllllllllll

Date: llllllllllllllllllll

[Typed name] 
[Mailing address of customer] 

STATEMENT OF CUSTOMER RIGHTS UNDER THE 
RIGHT TO FINANCIAL PRIVACY ACT OF 1978 

Federal law protects the privacy of your fi-
nancial records. Before banks, savings and 
loan associations, credit unions, credit card 
issuers, or other financial institutions may 
give financial information about you to a 
Federal Agency, certain procedures must be 
followed. 

AUTHORIZATION TO ACCESS FINANCIAL 
RECORDS 

You may be asked to authorize the finan-
cial institution to make your financial 
records available to the Government. You 
may withhold your authorization, and your 
authorization is not required as a condition 
of doing business with any financial institu-
tion. If you provide authorization, it can be 
revoked in writing at any time before your 
records are disclosed. Furthermore, any au-

thorization you provide is effective for only 
three months, and your financial institution 
must keep a record of the instances in which 
it discloses your financial information. 

WITHOUT YOUR AUTHORIZATION 

Without your authorization, a Federal 
Agency that wants to see your financial 
records may do so ordinarily only by means 
of a lawful administrative subpoena or sum-
mons, search warrant, judicial subpoena, or 
formal written request for that purpose. 
Generally, the Federal Agency must give you 
advance notice of its request for your records 
explaining why the information is being 
sought and telling you how to object in 
court. 

The Federal Agency must also send you 
copies of court documents to be prepared by 
you with instructions for filling them out. 
While these procedures will be kept as sim-
ple as possible, you may want to consult an 
attorney before making a challenge to a Fed-
eral Agency’s request. 

EXCEPTIONS 

In some circumstances, a Federal Agency 
may obtain financial information about you 
without advance notice or your authoriza-
tion. In most of these cases, the Federal 
Agency will be required to go to court for 
permission to obtain your records without 
giving you notice beforehand. In these in-
stances, the court will make the Government 
show that its investigation and request for 
your records are proper. When the reason for 
the delay of notice no longer exists, you will 
be notified that your records were obtained. 

TRANSFER OF INFORMATION 

Generally, a Federal Agency that obtains 
your financial records is prohibited from 
transferring them to another Federal Agency 
unless it certifies in writing that the trans-
fer is proper and sends a notice to you that 
your records have been sent to another 
Agency. 

PENALTIES 

If the Federal Agency or financial institu-
tion violates the Right to Financial Privacy 
Act, you may sue for damages or seek com-
pliance with the law. If you win, you may be 
repaid your attorney’s fee and costs. 

ADDITIONAL INFORMATION 

If you have any questions about your 
rights under this law, or about how to con-
sent to release your financial records, please 
call the official whose name and telephone 
number appears below: 
llllllllllllllllllllllll

(Last Name, First name, Middle Initial) 
Title 
(Area Code) (Telephone number) 
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llllllllllllllllllllllll

(Component activity, Local Mailing Address) 

APPENDIX K TO PART 275—FORMAT FOR 
FORMAL WRITTEN REQUEST 

[Official Letterhead] 

Mr./Mrs. XXXXXXXXXX 
President (as appropriate) 
City National Bank and Trust Company 
Anytown, VA 00000–0000 
Dear Mr./Mrs. XXXXXXXXX 

In connection with a legitimate law en-
forcement inquiry and pursuant to section 
3402(5) and section 3408 of the Right to Finan-
cial Privacy Act of 1978, 12 U.S.C. 3401 et. 
seq., and [cite Component’s implementation 
of this Part], you are requested to provide 
the following account information per-
taining to the subject: 
[Describe the specific records to be exam-
ined] 

The [DoD Component] is without authority 
to issue an administrative summons or sub-
poena for access to these financial records 
which are required for [Describe the nature 
or purpose of the inquiry]. 

A copy of this request was [personally 
served upon or mailed to the subject on 
[date] who has [10 or 14] days in which to 
challenge this request by filing an applica-
tion in an appropriate United States District 
Court if the subject desires to do so. 

Upon the expiration of the above men-
tioned time period and absent any filing or 
challenge by the subject, you will be fur-
nished a certification certifying in writing 
that the applicable provisions of the Act 
have been complied with prior to obtaining 
the requested records. Upon your receipt of a 
Certificate of Compliance with the Right to 
Financial Privacy Act of 1978, you will be re-
lieved of any possible liability to the subject 
in connection with the disclosure of the re-
quested financial records. 
[Official Signature Block] 

APPENDIX L TO PART 275—FORMAT FOR 
CUSTOMER NOTICE FOR ADMINISTRA-
TIVE OR JUDICIAL SUBPOENA OR FOR 
A FORMAL WRITTEN REQUEST 

[Official Letterhead] 
[Date] 

Mr./Ms. XXXXX X. XXXX 
1500 N. Main Street 
Anytown, VA 00000–0000 
Dear Mr./Ms. XXXX: 

Information or records concerning your 
transactions held by the financial institu-
tion named in the attached [administrative 
subpoena or summons] [judicial subpoena] 
[request] are being sought by the [Agency/ 
Department] in accordance with the Right to 

Financial Privacy Act of 1978, Title 12, 
United States Code, Section 3401 et seq., and 
[Component’s implementing document], for 
the following purpose(s): 

[List the purpose(s)] 

If you desire that such records or informa-
tion not be made available, you must: 

1. Fill out the accompanying motion paper 
and sworn statement or write one of your 
own, stating that you are the customer 
whose records are being requested by the 
Government and either giving the reasons 
you believe that the records are not relevant 
to the legitimate law enforcement inquiry 
stated in this notice or any other legal basis 
for objecting to the release of the records. 

2. File the motion and statement by mail-
ing or delivering them to the clerk of any 
one of the following United States District 
Courts: 

[List applicable courts] 

3. Serve the Government authority re-
questing the records by mailing or delivering 
a copy of your motion and statement to: 
[Give title and address]. 

4. Be prepared to come to court and 
present your position in further detail. 

5. You do not need to have a lawyer, al-
though you may wish to employ one to rep-
resent you and protect your rights. 

If you do not follow the above procedures, 
upon the expiration of 10 days from the date 
of personal service or 14 days from the date 
of mailing of this notice, the records or in-
formation requested therein may be made 
available. These records may be transferred 
to other Government authorities for legiti-
mate law enforcement inquiries, in which 
event you will be notified after the transfer. 

[Signature] 
[Name and title of official] 
[DoD Component] 
[Telephone] 

Attachments—3 

1. Copy of request 
2. Motion papers 
3. Sworn statement 

APPENDIX M TO PART 275—FORMAT FOR 
CERTIFICATE OF COMPLIANCE WITH 
THE RIGHT TO FINANCIAL PRIVACY 
ACT OF 1978 

[Official Letterhead] 

[Date] 

Mr./Mrs. XXXXXXXXX 
Manager 
Army Federal Credit Union 
Fort Anywhere, VA 00000–0000 

Dear Mr./Mrs. XXXXXXXXX 

I certify, pursuant to section 3403(b) of the 
Right to Financial Privacy Act of 1978, 12 
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U.S.C. 3401 et. seq., that the applicable provi-
sions of that statute have been complied 
with as to the [Customer’s authorization, ad-
ministrative subpoena or summons, search 
warrant, judicial subpoena, formal written 
request, emergency access, as applicable] 
presented on [date], for the following finan-
cial records of [customer’s name]: 

[Describe the specific records] 

Pursuant to section 3417(c) of the Right to 
Financial Privacy Act of 1978, good faith re-
liance upon this certificate relieves your in-
stitution and its employees and agents of 
any possible liability to the customer in con-
nection with the disclosure of these financial 
records. 

[Official Signature Block] 

APPENDIX N TO PART 275—OBTAINING 
ACCESS TO FINANCIAL RECORDS 
OVERSEAS 

A. The provisions of 12 U.S.C. Chapter 35 do 
not govern obtaining access to financial 
records maintained by military banking con-
tractors overseas or other financial institu-
tions in offices located on DoD installations 
outside the United States, the District of Co-
lumbia, Guam, American Samoa, Puerto 
Rico, or the Virgin Islands. 

B. Access to financial records held by such 
contractors or institutions is preferably ob-
tained by customer authorization. However, 
in those cases where it would not be appro-
priate to obtain this authorization or where 
such authorization is refused and the finan-
cial institution is not otherwise willing to 
provide access to its records: 

1. A law enforcement activity may seek ac-
cess by the use of a search authorization 
issued pursuant to established Component 
procedures; Rule 315, Military Rules of Evi-
dence (Part III, Manual for Courts-Martial); 
and Article 46 of the Uniform Code of Mili-
tary Justice. 

2. An intelligence organization may seek 
access pursuant to Procedure 7 of DoD 5240.1– 
R. 

3. Information obtained under this appen-
dix shall be properly identified as financial 
information and transferred only where an 
official need-to-know exists. Failure to iden-
tify or limit access in accordance with this 
paragraph does not render the information 
inadmissible in courts-martial or other pro-
ceedings. 

4. Access to financial records maintained 
by all other financial institutions overseas 
by law enforcement activities shall be in ac-
cordance with the local foreign statutes or 
procedures governing such access. 

PART 277—IMPLEMENTATION OF 
THE PROGRAM FRAUD CIVIL 
REMEDIES ACT 

Sec. 
277.1 Purpose. 
277.2 Applicability. 
277.3 Policy. 
277.4 Responsibilities. 

APPENDIX TO PART 277—PROGRAM FRAUD 
CIVIL REMEDIES 

AUTHORITY: 31 U.S.C. 3807. 

SOURCE: 53 FR 39262, Oct. 6, 1988, unless 
otherwise noted. 

§ 277.1 Purpose. 
This part establishes uniform poli-

cies, assigns responsibilities, and pre-
scribes procedures for implementation 
of Pub. L. 99–509. 

§ 277.2 Applicability. 
This part applies to the Office of the 

Secretary of Defense (OSD); the Mili-
tary Departments; the Office of the In-
spector General, Department of De-
fense (OIG, DoD); the Defense Agencies; 
and the DoD Field Activities (hereafter 
referred to collectively as ‘‘DoD Com-
ponents’’). 

§ 277.3 Policy. 
It is DoD policy to redress fraud in 

DoD programs and operations through 
the nonexclusive use of Pub. L. 99–509. 
All DoD Components shall comply with 
the requirements of this part in using 
this new remedy. Changes or modifica-
tions to this part by implementing or-
ganizations are prohibited. Imple-
menting regulations are authorized 
only to the extent necessary to effec-
tively carry out the requirements of 
this part. 

§ 277.4 Responsibilities. 
(a) The Inspector General, Department 

of Defense (IG, DoD), shall establish 
procedures for carrying out the duties 
and responsibilities of the ‘‘inves-
tigating official’’ as outlined in the ap-
pendix of this part. 

(b) The General Counsel, Department of 
Defense (GC, DoD), shall: 

(1) Establish procedures for carrying 
out the duties and responsibilities of 
the authority head, Department of De-
fense, which have been delegated to the 
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